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1 Intr oduction

TheDeviceMasterboardsrun a bootloaderbasedon RedHat’s ”RedBoot” program.In additionto
theRPSH-SicompatibleTCPandMAC modenetwork interfacesRedBootprovidesabootconsole
interfacethatcanbeusedto performvariousfunctions:

� View/modify boardconfiguration:

– Modelnumber

– Boardrevision

– MAC address

– IP configuration(address/netmask/gateway)

– Password

– Autoloadtimeout

– Telnetenable/disable

– HTTP authenticationmethod

� Loadfile via serialport ([xyz]modem)or Ethernet(TFTP).

� Loadfile from flash.

� Savefile to flash.

� Testserialport.

2 Important Differ encesFrom Older Products

ThereareseveraldifferencesbetweentheDeviceMasterandtheRPSH-Si2/4/8portproducts:

1. RPSH-SibootloadersendsoutaDHCPrequestandlaterpassestheDHCPreply information
to thedownloadedapplication.

DeviceMaster bootloadersendsout a DHCPrequestto obtainbasicIP addressinformation.
Whentheapplicationprogramstartsit sendsout anotherDHCPrequestrequestfurthercon-
figurationinformation(netmask,name-server, etc.).
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3 BOARD CONFIGURATION COMMANDS

2. RPSH-Sibootloaderwill continueto sendDHCP requestsoncepersecondif it getsno re-
sponse.

DeviceMasterbootloaderwill giveup aftera two attemptsanddisablesIP networking.

3. RPSH-Si2-Port doesnot implementDHCPleaserenewal.

DeviceMasterandRPSH-Si4/8port implementsDHCPleaserenewal.

4. RPSH-Siwill alwayssendDHCPrequestsunlessastaticIP addressis configured.1

DeviceMaster canbeconfiguredto disableIP networking (no BOOTP/DHCPrequestswill
besent).

5. RPSH-Si ignorestheserver andfilenamefieldsin theBOOTP/DHCPresponse.

DeviceMaster will attemptto loadvia TFTPthespecifiedfile from thespecifiedserver if a
filenameandserver addressis presentin the BOOTP/DHCPresponse.If the file is loaded
successfully, it will thenbeexecuted.

3 Board Configuration Commands

Thesefunctionsareperformedvia a command-lineinterfacethat is accessiblevia externalserial
port 0, the4-pin debug header(57.6K,8, none),or by telnet.Whenconnectedto thedebug header
or telnetyou shouldseeaRedBoot> prompt2

The externalconsoleport will be disabledon power-up. In order to startconsoleserviceson
thatport, thestring“#!DM” mustbethefirst thing receivedon thatport afterpower-up. Whenthat
stringhasbeenseen,theportwill beenabledandapromptwill bedisplayed.

A password is requiredfor telnetaccess,but no password is requiredfor serialport access.

Comtrol DeviceMaster Boot Version 0.01
RedBoot(tm) debug environment - built 17:28:09, Mar 7 2001
Platform: Comtrol DeviceMaster (ARM 7TDMI)
Portions Copyright (C) 2000, Red Hat, Inc.
Portions Copyright (C) 2001, Comtrol Corp.
RAM: 0-7C0000
Id=0089,8897
FLASH: 0x05030000 - 0x05400000, 61 blocks of 0x00010000 bytes
each.
ks32C5000 eth: 00:C0:4E:0B:FF:FA Hardware CRC
IP: 192.168.1.23, Default server: 0.0.0.0
RedBoot>

To seea list of availablecommands,type”help” followedby acarriage-return:
1Wehave hadcomplaintsaboutDHCPrequestsfrom customersusingMAC addressingmode.
2Thestart-upmessagesaredisplayedonly on the4-pin diagnosticheadandwill not bevisible via telnetunlessthe

“version”commandis entered.
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3 BOARD CONFIGURATION COMMANDS

RedBoot> help
auth [noaccess,none,basic,md5,invalid]

Set/show web authentication
boardrev [rev-number]

Show/set Board revision
cache [ON | OFF]

Manage machine caches
disable

Disable autoload of default app
dump -b <location> [-l <length>]

Display (hex dump) a range of memory
fis {cmds}

Manage FLASH images
go [-w <timeout>] [entry]
Execute code at a location

help
Display list of bootloader commands

ip [addr mask gateway]
Show/set IP address config

load [-r] [-v] [-h <host>] [-m {TFTP | xyzMODEM | direct}] [-
b <base_address>] <file_name>

Load a file
loop 232|422|int port-number

Run loopback test on port
mac [XX XX XX XX XX XX XX]

Show/set Ethernet MAC address
model [model-number]

Show/set Model number
password [password]

Set/Delete password
reset

Reset the system
telnet [disable|enable]

Set/Show telnet server enable
terse

Terse command response mode
t485 port-number1 port-number2

Run port-to-port 485 test
timeout [seconds]

Show/set bootloader timeout
version

Display RedBoot version information

The boardconfigurationcommandsare ip, mac, model, boardrev, password, auth, timeout,
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3 BOARD CONFIGURATION COMMANDS 3.1 ModelNumber

telnet.Typingthecommandwill displaythecurrentvalueof thatconfigurationitem.3 Thecommand
with aparameterwill settheconfigurationitem value.

3.1 Model Number

Themodelnumberis usedby applicationsto determinewhathardwarefeaturesareavailableonthe
board.If themodelnumberis setincorrectly, applicationsmaynot functioncorrectly.

RedBoot> model
Model 5002120
RedBoot> model 5002113
Model 5002113
RedBoot>

3.2 IP Configuration

SettingtheIPaddressto0.0.0.0will disableIPnetworking. SettingtheIPaddressto255.255.255.255
will causethebootloaderto useBOOTPto requestanIP address.

RedBoot> ip
IP Config: IpAddr=192.168.1.23 IpMask=255.255.255.0 IpGate=192.168.1.1
RedBoot> ip 10.23.4.12 255.255.0.0 10.23.1.1
IP Config: IpAddr=10.23.4.12 IpMask=255.255.0.0 IpGate=10.23.1.1
RedBoot>

If only oneparameteris providedto theIP command,theIP addressvaluewill bechangedandthe
maskandgateway will beunaffected.Changesto IP configurationwill take effectafterreset.

3.3 MAC address

Setsor displaystheMAC (Ethernet)address.Changeswill take effectafterreset.

RedBoot> mac
MAC: 00 C0 4E 0B FF FA
RedBoot> mac 00 c0 4e 0c 34 ea
MAC: 00 C0 4E 0C 34 EA
RedBoot>

3.4 Board Revision

Setsor displaystheboardrevision.

RedBoot> boardrev
BoardRev 7
RedBoot> boardrev 3
BoardRev 3
RedBoot>

3For securityreasons,the password commandwill not displaythe currentpassword. If the password commandis
usedwith no parameters,thepassword will besetto theemptystring.
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3 BOARD CONFIGURATION COMMANDS 3.5 TelnetEnable

3.5 Telnet Enable

Allowstheuserto enableor disabletelnetaccessto theDeviceMaster. Acceptedvaluesare“enable”
and“disable”:

RedBoot> telnet
Telnet enable
RedBoot> telnet disable
Telnet disable
RedBoot>

3.6 HTTP Authentication

Controlsthetypeof authenticationrequiredfor HTTP access.Thetypesof authenticationare:

noaccess– No HTTP accesswill beallowed– accessforbiddenerrorwill bereturned.

none– No authenticationwill berequired.

basic– Plaintext password authenticationrequired.

md5 – MD5 encryptedpassword authenticationrequired.

invalid – No HTTP accesswill beallowed– invalid URL errorwill bereturned.

RedBoot> auth
Auth: none
RedBoot> auth basic
Auth: basic
RedBoot>

3.7 Password

Changesthe DeviceMasterpassword usedto authenticatetelnetandHTTP access.Unlink other
commands,thepasswordcommandwill notdisplaythecurrentvalueof thepassword. Thepassword
commandalways setsthevalueof thepassword. Thepassword lengthis limited to 15 characters.

RedBoot> password
Password ’’
RedBoot> password FooBar1
Password ’FooBar1’
RedBoot>

3.8 Autoload Timeout

Setsthenumberof secondsafternetwork initialization thatthebootloaderwill wait beforestarting
thedefault applicationprogramfrom flashROM. A timeoutvalueof 0 will disableauto-loadingof
thedefault application.Themaximumvalueis 255seconds.
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5 LOADING A FILE

RedBoot> timeout
Timeout 9 seconds
RedBoot> timeout 5
Timeout 5 seconds
RedBoot>

4 TerseMode

In orderto provideaconsoleinterfacemoreamenableto programmaticcontrol,thebootloadermay
beput into “terse”mode.Thesignificantfeaturesof tersemodeare:

� No promptis issued.

� Commandstringsarenotechoed.

� All responsesconsistof a single line. If the commandwassuccessfull,the reponsestring
beginswith “+ ”. If thecommandfailed,theresponsestringbeginsiwth “- ”.

It is possiblethatbugsin somecommandswill still returndiagnosticinformation.It is recommend
thatprogramsignorelinesthatdo notbegin with “+ ” or “- ”.

5 Loading a File

It is possibleto load a programor datafile into RAM from threesources:serialport (the 4-pin
diagnosticheaderor externalport0), Ethernet(from aTFTPserveror via TCP),or from flashROM
on the DeviceMasterboard. Loadingfrom flashROM is describedin section6.4. Loadingfrom
serialport or Ethernetis doneusingthe “load” command.Files loadedwith the “load” command
default to MotorolaS-Recordformat(whichmustendwith asingle“Entry-Point” record).

It is possibleto loadabinaryfile with the“load” commandby usingthe-r and-b options.

5.1 Loading via Ethernet

5.1.1 TFTP

Loadingafile from a TFTPserver is doneby usingthe“-h” optionto load:

RedBoot> load -v -h 192.168.1.2 socket.srec
Entry point: 0x00000384, address range: 0x00000000-0x000718a8

RedBoot>

The“-v” optionwill causea spinningstatusindicatorto bedisplayedasthefile is loaded.
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6 FLASH IMAGE SYSTEM 5.2 Loadingvia serialport

5.1.2 TCP

Loadinga file via TCP canbe doneby connectingto the telnetserver (TCP port 23), logging in,
andissuinga “load -m d” command.The telnetserver will thenexpectto readanS-recordfile as
input. Eachline readwill beacknowledgedwith a singlelinefeedcharacter. Whenthe last line in
theS-recordfile (whichmustbeanEntry-Pointrecord)hasbeenprocessed,a loadsummarywill be
printed.

5.2 Loading via serial port

LoadinganS-recordfile via a serialport is donewith a loadcommandspecifyeitherxmodemor
ymodemprotocol:

RedBoot> load -m ymodem

Start ymodem transfer program.

Entry point: 0x00000384, address range: 0x00000000-0x000718a8

RedBoot>

It is alsopossibleto load a binary file via x-modem.Binary downloadwill be approximately
2-3 timesfasterexceptfor sparsefiles. They entrypoint for a binaryfile will be thebaseaddress
specifiedin the load command.For DeviceMastereCosexecutables,the baseaddressshouldbe
normally0:

RedBoot> load -b 0 -r -m x

start x-modem download

CRC mode, 4085(SOH)/0(STX)/0(CAN) packets, 2 retries
RedBoot>

6 Flash ImageSystem

RedBootimplementsa rudimentaryfile systemthat allows programanddatafiles to be storedin
flash.Thearevarious“fis” commandsthatcanbeusedto manipulatethisfile-system.Typing “fis”
followedby acarriage-returnwill displaya list of sub-commands:

RedBoot> fis
*** invalid ‘fis’ command: too few arguments
Usage:
fis create -b <mem_base> -l <image_length> [-s <data_length>]

[-f <flash_addr>] [-e <entry_point>] [-r <ram_addr>] [-
n] <name>
fis delete name
fis erase -f <flash_addr> -l <length>
fis free
fis init [-f]
fis list [-c]
fis load [-b <memory_load_address>] [-c] name
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6 FLASH IMAGE SYSTEM 6.1 fis list

6.1 fis list

The“fis list” commanddisplaysadirectlyof thefiles currentlystoredin flashROM:

RedBoot> fis list
Name FLASH addr Mem addr Length Entry point
FIS directory 0x053F0000 0x053F0000 0x00010000 0x00000000
default 0x05030000 0x00000000 0x00080000 0x00000384
RedBoot>

The “FIS directory” entry will alwaysbe thereand is the file in which flashROM bookkeeping
informationis stored.The“default” file is theprogramthatwill berunby RedBootonstartup.This
will bedescribedfurtherin section8. Thelist, delete,andcreatecommandsarethemostfrequently
used:

6.2 fis delete

The“fis delete”commandis usedto deleteafile from flash:

RedBoot> fis delete default
Delete image ‘default’ - are you sure (y/n)? y
... Erase from 0x05030000-0x050b0000: ........
... Erase from 0x053f0000-0x05400000: .
... Program from 0x007a0000-0x007b0000 at 0x053f0000: .

RedBoot> fis list
Name FLASH addr Mem addr Length Entry point
FIS directory 0x053F0000 0x053F0000 0x00010000 0x00000000
RedBoot>

6.3 fis create

The“fis create”commandis usedto storea region of RAM asa file in flashROM. Thebasicform
of thecommandis:

RedBoot> fis create -b 0 -l 0x10000 foobar
... Erase from 0x05030000-0x05040000: .
... Program from 0x00000000-0x00010000 at 0x05030000: .
... Erase from 0x053f0000-0x05400000: .
... Program from 0x007a0000-0x007b0000 at 0x053f0000: .

RedBoot> fis list
Name FLASH addr Mem addr Length Entry point
FIS directory 0x053F0000 0x053F0000 0x00010000 0x00000000
foobar 0x05030000 0x00000000 0x00010000 0x00000000
RedBoot>
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9 UPDATING 6.4 fis load

It is alsopossibleto specifya programentrypoint with the “-e” optionanda specificlocation
for thefile in flashROM with the “-f ” option. If no addressor lengthis specified,it will usethe
addressandlengthof theS-Recordfile mostrecentlyloadedto RAM via serialport or Ethernet.

6.4 fis load

The“fis load” commandloadsafile from flashROM into RAM:

RedBoot> fis load foobar

7 Executinga Program

The“go” commandis usedto executea program.If no startingaddressis providedasa parameter
to the“go” command,theentryaddressof thelastfile loadedinto RAM will beused.

8 Default Application

TheDeviceMasterversionof RedBootwill wait for 5 secondsafterstartupfor connectionsfrom a
host.If noconnectionfrom ahostis made,thebootloaderwill look for afile named“default” in the
flashfile-system.If a file named“default” exists, it will be loadedandexecuted.If a hostinitiates
adownloador if thethe“dis” commandis enteredduringthefirst 5 seconds,the“default” program
will notbeloaded.

Hereis anexampleof thecommandsusedto loada programfrom aTFTPserver andsave it in
flashasthedefault application:

RedBoot> load -v -h 192.168.1.2 socket.srec
Entry point: 0x00000384, address range: 0x00000000-0x000718a8

RedBoot> fis create default
... Erase from 0x05030000-0x050b0000: ........
... Program from 0x00000000-0x000718a9 at 0x05030000: ........
... Erase from 0x053f0000-0x05400000: .
... Program from 0x007a0000-0x007b0000 at 0x053f0000: .
RedBoot>

If you wish to permanentlydisablethe default application,usethe “fis delete” commandto
deleteit from theflashfile-system(exampleshown in 6.2).

9 Updating

To updatethebootloader:loadandexecutethe“burn-redboot”program.AssumingtheDeviceMas-
ter boardis connectedto theComtrolengineeringnetwork, the following commandsequencewill
updatethebootloaderto thecurrentengineeringsnapshot:

9



10 TESTINGSERIAL PORTS

RedBoot> load -v -h 192.168.4.3 burn-redboot.srec
Entry point: 0x00000000, address range: 0x00000000-0x000228d8
/
RedBoot> go

Diag Startup
burn
Id=0089,8897
flash_erase_region(05010000,65536)
sector erase 05010000
sector erase 05020000
flash_program_buf(05010000,000028D8,65536)
ROM = 05000000
done -- resetting...

At thispointthebootloaderhasbeenupdated,andthebaordshouldresetandrunthenew bootloader.
The versionnumberdisplayedby the Bootloaderwill be pretty muchmeaninglessuntil the first
official release.Until then,thebuild dateis how youcantell if thebootloaderhasbeenupdated.

10 TestingSerial Ports

Therearetwo commandsthatrun loopback(internal,RS-232,or RS-422)or port-to-port(RS-485)
serialtests.

10.1 Loopback Tests

With aloop-backplugconnectedto aport,the“loop” commandmaybeusedto runaloop-backtest
in eitherinternalloop-backmode,RS-232modeor RS-422mode.In RS-232mode,modemcontrol
lines arealsotested.In RS-422modeandinternalloop-backmode,only datapathsaretested.If
thetestfails, a hexadecimalerrorcodeis displayed.Thefirst digit of theerrorcodeindicateswhat
portionof thetestfailed.Loop-backerrorcodesareshown in Table1.

Examplesof loopbacktestcommandsareshown below.

RS-232loopbacktestonport 2:

RedBoot> loop 232 2
Loopback pass

RS-232loopbacktestonport 3:

RedBoot> loop 232 3
- Loopback failed RS-232: 10680

Internalloopbacktestonport 1:

RedBoot> loop int 1
Loopback pass
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10 TESTINGSERIAL PORTS 10.2 Port-to-PortRS-485Test

Table1: LoopbackError Codes
Code Description

0x1ssss No datawaspresentin the receive FIFO whenthereshouldhave
been.Thechanelstatusregisteris displayedin the lower 4 digits
(ssss).

0x2ssss An errorflagwaspresentwhenreceive datawasread.
0x3ttrr Receive databytedid not matchtransmitdatabyte. The transmit

databyteis tt andthereceive databyteis rr.
0x40000 Receive datawaspresentaftertheexpectedlastbyte.
0x5ssss CTSsignaldid notmatchexpectedvalue.
0x6ssss RI signaldid notmatchexpectedvalue.
0x7ssss DSRsignaldid notmatchexpectedvalue.
0x8ssss CD signaldid notmatchexpectedvalue.

10.2 Port-to-Port RS-485Test

SinceRS-485is a half-duplex physicallayer, it is not possibleto performa loopbacktest. Instead
anRS-485cross-over cablemustbeconnectedbetweentwo differentportson theDeviceMaster.
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